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Traceable Time as a Service (TTaaS®)
Benefits of Extranet Integration
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“It is a truth universally acknowledged, that a cloud process distributed across many
locations, must be in want of traceable synchronization”

Q. So why is implementation of traceable synchronization so rare?

A. It’s been expensive to implement at multiple networks nodes

Intensive to maintain once installed

Synchronized timing is an ideal candidate to be converted into an outsourced service:

— Share the infrastructure cost, reduce the hassle



Challenges to Successful Implementation
of Network Traceable Time as a Service

* Validating that Traceable PTP can be received over distance via existing
connectivity:
e Define network requirements

* Measure performance limits

* Development of software suite:

* Maintain traceability, accuracy and granularity on a server using
network feed (Keep logs to prove it)

* Extend “Unbroken Chain of Comparisons” to extend Traceability to
edge devices/IOT outside data centres
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Testing and Validation ¢ "HOPTROFF
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Clocks at both ends:
* NYC - HKG — LON »
* OSl Layer 2 | NY4 o—
* Distance > 14,000 miles - 7

* Round trip 360,000us FEN _7
* Accuracy ~4us N\ S PN T S

Patent-pending Loop tests:
* LON - AMS — FRA — PAR — LON
* Layer 2 accuracy ~400ns A
* Layer 3 accuracy ~10us '
e Layer 3 uses Al clock reconstruction
* Patents pending

* Layer 2 best for long distance, DR, etc.
* Layer 3 cost effective for regional time distribution ‘, ‘ 7
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Hoptroff Global Timing Network L
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Hoptroff TTaaS® Timing Hubs in London, New York and Tokyo enable us to integrate with network LONDON

providers globally to resiliently deliver time to any major data centre in the world

GPS Glonass BeiDou
& a »,
% K3 8%
TIME-FEED E

TIME-FEED

EUROPEAN
AREA

VERIFICATION CENTRE

SCX

Hoptroff has a terrestrial connection to the RISE
Research Institute of Sweden's Stratum O time source
that contributes to UTC as UTC(SP).
Equipment installed by RISE at the Hoptroff London
. ) timing hub monitors the accuracy of our Grandmaster
. Satellite Time Feeds Clocks using the GPS Common View method, providing
independent traceability back to the National Metrology

. Hoptroff Timing Hubs ( 3 x GMC clocks in each Hub) Institute of Sweden

. Hoptroff Boundary Hubs (Where required)



Traceability: The Unbroken Value ,
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Chain of Comparisons o O on
Stratum O Timing Boundary Server Application Traceability
Traceability Hubs Hubs Softwa7 Timestamp Ledgers
‘ L ) L i I\ . L é@ :\I\J » KPIs
GPS Glon-ass London \Edge/
" Scalability Synchro- CREST Evidence
BeiDou New York Resilienc nization Value Compliance
RISE Tokyo Y P
Proximity
KPls - >« >
Source Traceability Accuracy Granularity
Solution < > > >
BIPM Validation Telco Partnerships Software

» Key Performance Indicators®: Source Traceability, Accuracy, Granularity, Proximity
* No hardware — software only at the destination
 CREST Value: Causality, Recognition, Efficiency, Synchronization, Trust

* Patent Pending



Pulling Edge Devices Into The Traceability Chain

* We need edge device traceability:
* Watermarking an online subscription, permission or payment
* Applications in GDPR, security, ecommerce and banking
* Making loT devices’ data authoritative in time and place

* Integration of the untrusted Edge into the traceability chain*:
» Use clock offsets to reconcile edge clocks

Use temporal proximity to verify place

Use blockchain-like ledgers to render records immutable

Low footprint / demand on edge device & connectivity

Traceability counts rather than high accuracy

* patent pending
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Monitoring the Timekeeping Estate v
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Key performance indicators:

916:11 56s Uptd 26 Sep 2019 ‘1511 AAAAA Now
Estate Timekeeping Performance
HH H New York
* Source Traceablllty (patent pendlng) Lzﬁd:r:
° Accu racy Frankfurt 96%
Tokyo
° Granu|ar|ty (patent pendmg) Singapore
A :;'-;m_m" <  Dashboard London ‘ Alerts Compliance report Variance IDark How It Works Time Suite En téR)rpr Ise
Local 26 Sep 2019 16:11 Next update O m 56 s Range| 1h Up A 26 Sep 2019 | 15:11 |uUTe Now
Server Status IP Address Source Traceability (us) Accuracy (Ps) Granularity (ns) Clock Source Clock Offset (us)
O Q o0 + ] O O o O o0 Name IP Address Source Latest

46 540 6863 " tk_clock_50 10.101.0.61 GPS 26 Sep 14:42 -76.888
B Y 3.0 0. . _ = = .
fsj06 Vv Good 10.101.0.238 gmc02  10.101.0.62 s 26Sep1442 67428

gmc03  10.101.063 26 Sep 14:42 -19.446

hoptroff_t e 0.000 368831
"T 'lu |—7 X Accuracy 10.101.0.137 Clocks on testppc017 between Thur 10 Oct 2019 07:48 and Thur 10 Oct 2019 08:48
est_rhe

Clock Count
mononlynos 12.097
et-10 101 v Good 10.101.60.140
60_140
maononlywin

noset-10.1 x Accuracy 10.101.60.170
01.60.170 '

137.569

rhel6dev v Good 10.101.0.67

b, Py @, %
Time UTC
70 Clook offset T0 24hr Avg Clock offset 180 Clock offset 80 24hr Avg Clock offset Bl 50 Clock offsst = 50 24hr Avg Clock offsst




Summary

TTaaS® benefits over Individual Owned & Operated model
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* The universally acknowledged truth, that distributed processes are in want of traceable

synchronized timing, is now universally accessible

without the cost and

management commitment of owning and operating a dedicated timing infrastructure

Cost Simplified
Effective Operation
No additional Automated
hardware. monitoring &
Extranet- no Alerting.
additional SLA on Resilience &
connectivity Support

Scalabilit

Add new
Locations,
Scale up /down
like “Cloud.”
No hardware to
Move

Traceability
Reach

Extends
traceability to
edge devices
& 10T cost
effectively

Flexibility

Applications
needing <1us use
layer 2
connectivity.
Other applications
use layer 3



